Slave

TEXNIKOX OAHFO: - v1.0 IT Solutions

Vodafone
SIP Trunk
Eykataotaon

MAAQPNG 0dnyéc obvdeong ypauuwyv Vodafone IMS
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8 Emiokonnon & APXLTEKTOVIKNA

O 00nydc neptypdeel tn oOvdeon ypauuwy otabepric TnAspwviag Vodafone, mov napéyovtal wg IMS
SIP trunk nmdvw and to 6(ktvo ims.vodafone.gr, o€ 1&L6kTNTO IP-PBX (FreeSWITCH | Asterisk).

To BaoLKO TEXVIKO onueio
H Vodafone GR napéyxel tnv TnAcpwvia we IMS trunk pe 3GPP authentication. Ze avtiBeon pe éva anAd SIP
trunk, to IMS:
e xpnotuomnole{ Eexwplotd 3GPP realm yla to digest authentication:
e analtel To username O€ MAAPN MOPQPH +3OXXXXXXXXXX@ims .vodafone.gr -
e 10 hostname CPE.ims.vodafone.gr &gv emtAveTalL (DNS) and to dSnudoio Internet — n obvdeon yivetal
ue amevBeiag IP tov SBC:

e gLYVA SlatiBeTal péow Eexwplotol Voice WAN (PPPOE) mou elvatl «kAELOTO 6{kTvo» — BAEMEL HOVO T
ranges Tou napoyov.

Nnati MikroTik pnpooTq;

MoAAd all-in-one gateways (m.x. UniFi Dream Machine) 6gv emttpénouy va emAEEELG and moto WAN Ba Byaivel n
klvnon plog ouykekplpévng egpapuoyng, ovte VLAN ndvw oe WAN port. TonoBstwvtag éva MikroTik wc edge
router, TeppatiCelc Kat Ta 600 WAN (Data + Voice) ekel, kat To PBX «BAénel» éva kabBapd 6{kTvo. To routing
decision y{veTtal oe cLOKELH TIOL TO EAEYXELG TARPWG.

NoylKR TomoAoyia

1
FTTH/ONT |  Ndpoxog |

I—I'—I

| (VLAN Data + VLAN Voice)

EEEEE—
| MikroTik | < tepupoatiCer 2x PPPoOE
| Router0s | mangle: voice - voice WAN

e static routes mpog SBC ranges

| LAN (éva &{ktvo)
I—I—l
|  IP-PBX | FreeSWITCH A Asterisk
| (Vodafone | REGISTER - 62.38.86.150
|  IMS trunk) |

3 Napapetpol Vodafone IMS — EmiBefaiwpéva ZTOoLXELO

Ol mapaK&Tw TIHEG MPoékuyway and MPayHaTiK] avdAvon Kivnong SIP (packet capture) og Asttoupyikn
YPQUMN, SlaoTavpwuéveg PE To enlonuo £yypago puBuiocewv Tng Vodafone.
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SIP Proxy / SBC — Primary 62.38.86.150 : 5060

SIP Proxy / SBC — Secondary 62.38.87.118 : 5060

Registrar URI sip:ims.vodafone.gr

Route header <sip:ims.vodafone.gr;1lr>

SIP Domain (From / To) ims.vodafone.gr

Authentication Realm ims.mnc005.mcc202.3gppnetwork.org
Auth Username +30XXXXXXXXXX@ims .vodafone.gr
SIP Username (From) +3OXXXXXXXXXX

Password <SIP PASSWORD> — amné Vodafone
Transport UDP

Registration Expires 1800 sec (refresh ~900)

Auth qop / algorithm auth / MD5

Codec — Primary G.711 A-law (PCMA)

Codec — Secondary G.729 - mpoatpeTikd G.722
Packetization (ptime) 20 ms

DTMF RFC 2833 (fallback: G.711 inband)
FAX G.711 pass-through

NTP Servers 62.38.83.25 - 62.38.83.26

Mpoooxn — cuyxva Adén

e Ta 62.38.83.25 / .26 elval NTP servers, OXI DNS. Mnv ta BdAete wg DNS mouBevad.

* To CPE.ims.vodafone.gr 6gv emiAbeTaL — Xpnotponoleite mdvta tnv IP Tov SBC wg proxy, 6xtL To
hostname.

e To realm e{vat to 3GPP ( ims.mnc005.mcc202.3gppnetwork.org ), OXl to ims.vodafone.gr . AdBog
realm - andéppwyn authentication.

* To From URI nmpénet va €xel éva pOvo @ . Av To username meptéxel 6N To domain, pnv to EavaBdalete
oto domain field.

SBC / Media IP ranges (yLa static routes)

Range XpAon

62.38.86.32/28 SBC / signaling + media
62.38.86.48/28 SBC / signaling + media
62.38.86.144/28 SBC / signaling + media (neptéxel 62.38.86.150)
62.38.87.112/28 SBC / signaling + media (meptéyxeL 62.38.87.118)

&3 NpoamnaitTovpeva & AiktTvo

e Evepyn ypoaupn Vodafone pe vnnpeoia otabepric tnAepwviag (IMS trunk).
e Ta plaintext SIP credentials (username + password) ané ta éyypaga evepyonoinong tng Vodafone.
 MikroTik RouterOS (edge router) — rj Lgod0vapoc router ue policy routing.
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 |P-PBX: FreeSWITCH 1.10+ rj Asterisk 18+ (PJSIP).
* MpdéoBaon amnd to PBX mpog ta SBC ranges tou mivaka §2.

Nnati xpertadovtal Ta static routes

Otav vndpyel Eexwplotd Voice WAN, 6An n kivnon npog ta SBC ranges ( 62.38.86.x / 62.38.87.x ) mpéEmeL
va dpopoAoye(Tal LTIOXPEWTLKA Péow Tou Voice interface. Xwp(g avtd, To SIP/RTP gelyel and to Data WAN —
0 SBC BAéneL acOuBatn 6iebBuvon Kat N KAon amotuyxdvel (Tutiltkd 408 Request Timeout ). Ta static routes
«KAELBWVYOLYV» TN voice K{vnon 0To CWoTO HOVOTIATL.

3 MikroTik — Alaxwplopdc Voice / Data WAN

Yevdaplo: pia mépta ONT, 600 VLAN and tov ndpoxo — éva yia Data, éva yiwa Voice. To MikroTik tepuaTtiCel
Kal Ta 0o PPPoOE.

@ VLAN interfaces mavw otnv WAN mépta

/interface vlan add name=wan-data interface=etherl vlan-id=835
/interface vlan add name=wan-voice interface=etherl vlan-id=838

© PPPOE clients — Data & Voice

/interface pppoe-client add name=pppoe-data interface=wan-data \
user="<DATA USER>" password="<DATA PASS>" \
add-default-route=yes default-route-distance=1

/interface pppoe-client add name=pppoe-voice interface=wan-voice \
user="<VOICE USER>" password="<VOICE PASS>" \
add-default-route=no

To voice PPPoE pnaivet pe add-default-route=no — &ev B€Aovpue yevikr kivnon va @edyeL and ekel, pévo tn voice

9 Static routes — SBC ranges péow Voice

/ip route add dst-address=62.38.86.32/28 gateway=pppoe-voice
/ip route add dst-address=62.38.86.48/28 gateway=pppoe-voice
/ip route add dst-address=62.38.86.144/28 gateway=pppoe-voice
/ip route add dst-address=62.38.87.112/28 gateway=pppoe-voice

0 NAT — masquerade yla Tn voice kivnon

/ip firewall nat add chain=srcnat out-interface=pppoe-voice \
action=masquerade comment="Voice WAN NAT"

9 (NpoaipeTikd6) Policy routing pe mangle

Av BéAeTe 6An tnv kivnon tou PBX (6L névo mpog ta SBC ranges) va Byaivel and to Voice WAN — 1.X. TO
PBX €xeL ataBepn IP:

/ip firewall mangle add chain=prerouting src-address=192.168.88.10 \
action=mark-routing new-routing-mark=voice passthrough=no

/ip route add dst-address=0.0.0.0/0 gateway=pppoe-voice \
routing-mark=voice
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MAeovékTnna RouterOS

Y€ avtiBeon pe oplopéva KAELOTA AetToupyLkd, To RouterOS kpatdel Ta routing / mangle rules oto config —
6ev ydvovtal o€ firmware update o0te xpeldfovtal boot scripts yla va empBLcovv.

3 FreeSWITCH — P0OOuion Trunk

0 Gateway — sip_profiles/external/vodafone.xml

<include>
<gateway name="vodafone ims">

<param name="proxy" value="62.38.86.150"/>
<param name="register-proxy" value="62.38.86.150"/>
<param name="outbound-proxy" value="62.38.86.150"/>

<param name="realm" value="ims.mnc005.mcc202.3gppnetwork.org"/>
<param name="from-domain" value="ims.vodafone.gr"/>

<param name="username" value="+30XXXXXXXXXX" />

<param name="auth-username" value="+30XXXXXXXXXX@ims.vodafone.gr"/>
<param name="password" value="<SIP PASSWORD>"/>

<param name="register" value="true"/>
<param name="register-transport" value="udp"/>
<param name="expire-seconds" value="1800"/>
<param name="retry-seconds" value="30"/>
<param name="ping" value="60"/>

<param name="caller-id-in-from" value="true"/>
<param name="contact-params" value="transport=udp"/>
<param name="extension" value="+30XXXXXXXXXX" />
</gateway>
</include>

9 Codecs — vars.xml

<X-PRE-PROCESS cmd="set" data="global codec prefs=PCMA,PCMU,G729"/>
<X-PRE-PROCESS cmd="set" data="outbound codec prefs=PCMA,PCMU,G729"/>

Kpiowpo — Media / RTP IP

To FreeSWITCH mnpénet va dtagnuiCel oto SDP ( c= line) Tn owoTA IP — autr and tnv omnola Byalvel
Mpayuatikd To RTP nmpo¢ tn Vodafone. 2e owotd otnuévo MikroTik edge, To PBX €xel éva WAN/route, ondTte To
ext-rtp-ip / ext-sip-ip elvatl ovvemnég kat dev dnulovpyeital mpéBAnua. e multi-WAN anevBeiag oto PBX,
BeBawwbelte éTL TOo external rtp ip 6elyvel otn voice-facing IP- AdBo¢ Tiur €6W MpokaAel povédpouo Axo A
408 OTIC eEEPYOUEVEG.

© Egappoyi & éAeyxog

fs cli -x "sofia profile external restart"

fs cli -x "sofia status gateway vodafone ims"
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@3 Asterisk (PJSIP) — POOuion Trunk

lood0vaun pvouLon oe Asterisk pe tov driver PJSIP. Apxelo pjsip vodafone.conf (ylvetal #include oTo
pjsip.conf ).
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[transport-udp]
type=transport
protocol=udp
bind=0.0.0.0:5060

[vodafone reg]

type=registration

transport=transport-udp

outbound auth=vodafone auth

server _uri=sip:ims.vodafone.gr

client uri=sip:+30XXXXXXXXXX@ims.vodafone.gr
contact user=+30XXXXXXXXXX

retry interval=30

expiration=1800

outbound proxy=sip:62.38.86.150\;1lr

[vodafone_auth]

type=auth

auth type=userpass
username=+30XXXXXXXXXX@ims .vodafone.gr
password=<SIP PASSWORD>
realm=ims.mnc005.mcc202.3gppnetwork.org

[vodafone]

type=aor
contact=sip:62.38.86.150:5060
qualify frequency=60

[vodafone]

type=endpoint
transport=transport-udp
context=from-vodafone
disallow=all
allow=alaw,ulaw,g729
outbound auth=vodafone auth
aors=vodafone
from_user=+30XXXXXXXXXX
from _domain=ims.vodafone.gr
outbound proxy=sip:62.38.86.150\;1lr
dtmf mode=rfc4733
rtp_symmetric=yes

force rport=yes

rewrite contact=yes

[vodafone]
type=identify
endpoint=vodafone
match=62.38.86.150
match=62.38.87.118
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‘EAeyyoc Asterisk

asterisk -rx "pjsip show registrations"

asterisk -rx "pjsip show endpoint vodafone"

Dialplan — EwogpOpevec & EEepXOMEVEC

7.1 — FreeSWITCH (XML dialplan)

ESepyxOpevec — dialplan/default/

<extension name="vodafone out">
<condition field="destination number" expression=""(\d{10})$">
<action application="set" data="effective caller id number=+30XXXXXXXXXX" />
<action application="bridge" data="sofia/gateway/vodafone ims/+30$1"/>
</condition>
</extension>

Ewoep)XOpeveEG — dialplan/public/

<extension name="vodafone in">
<condition field="destination number" expression=""(\+?30XXXXXXXXXX)$">
<action application="set" data="domain name=$${domain}"/>
<action application="bridge" data="user/1000@$${domain}"/>
</condition>
</extension>

7.2 — Asterisk (extensions.conf)

[outbound]

exten => X.,1,Set(CALLERID (num)=+30XXXXXXXXXX)
same => n,Dial (PJSIP/+30${EXTEN}@vodafone, 60)
same => n,Hangup()

[from-vodafone]

exten +3OXXXXXXXXXX, 1,NoOp (Inbound Vodafone)
same n,Dial(PJSIP/1000,30)

same n,Voicemail(1000@default,u)

same n,Hangup ()

Mope¢n aptOpod
To IMS tng Vodafone avapével Tov KaAoOpevo aptBud o E.164 ( +30.. ). Mdvta kavovikomnoljote oto dialplan:
npooBéote +30 oe 10wrieLoug €BVIkOLC aplBuolc mpy To bridge / Dial .
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3 EAeyyog, Alayvwon & EmiAvon NMpoBAnpdTwy

Live SIP trace

fs cli -x "sofia global siptrace on"

asterisk -rx "pjsip set logger on"

tcpdump -i any -n host 62.38.86.150 and port 5060 -A

MNivakag diayvwong

ZOUMTWHA MOavn aitia

503 DNS Error To PBX npoomnaBfel va emAdoel hostname  Xpnotwuonotjote IP (62.38.86.150) w¢
(CPE.ims.vodafone.gr) proxy — éxt hostname

403 Forbidden N&Bo¢ realm rj username format realm = 3GPP- username = +30...

@ims.vodafone.gr

401 o€ Bpdyo Nd&Bog password 1} gop/algorithm EmBeBaiwote credentials: qop=auth, MD5
408 Request Timeout To SDP dlagnuiCet AdBog media IP — o 2woté ext-rtp-ip /
OTIC EEEPYXOUEVEC SBC 6¢v Bploketl RTP path external_media_address = voice-facing IP
Movédpopog xog RTP gelye/emotpépetl and Ad6og WAN Static routes npoc¢ SBC ranges-

rtp symmetric=yes
Register OK, O SBC 6ev avayvwpiCetal / Aslnel Asterisk: type=identify pe ta SBC IPs
Kaplo eLoepyxOuevn identify
483 Too Many Hops MpdéBANua Route header / Max-Forwards 2woté Route: <sip:ims.vodafone.gr;lr>

Checklist mapadoong

v ‘EAEYXOG

Gateway o€ katdotoon REGED / Registered
EwoepxOuevn KAon — xTumdel, ap@i{dpouog Axog
EEepxOuevn KARon — ouvbéeTal, aueidpopog fxXoG
Static routes evepyd (MikroTik: /ip route print)
Codec PCMA emiBeBatwpévo 0to SDP Twv KARCEWY
DTMF Aettouvpyel (RFC 2833) — m.x. o€ IVR

Re-registration petd to expiry (1800s) — otabepd

3 NapaptTtnpua — Emionueg O6nyiec Vodafone

ZUVOTITLIKG oL tapdpeTPOL and To enlonuo £yypago pubuicewv eEomAlopod tng Vodafone, wg avagopd
dlaoTadpwonc.
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WAN — VDSL / FTTC / FTTH

MapapeTpog Data Voice
Mode PTM PTM
VLAN 835 838
PBIT 0 5
Protocol PPPoE PPPoE
Addressing Dynamic Static
DSCP 0 46
MTU 1492 1492

Ta VLAN IDs pnopel va Stagépouy avd neploxry/timno oOveeong — emBERALCTE e TOV TEPOXO.

VOIP — amnd Tto emionpo éyypago

Primary SIP Proxy Server Name CPE.ims.vodafone.gr
Primary SIP Service Domain ims.vodafone.gr

Primary SIP Registrar Server ims.vodafone.gr

SIP Proxy / Registrar / Local Port 5060

RTP Start Port 10000

Username sip:<+30ap16u6c>@ims.vodafone.gr
Primary / Secondary Codec G.711A/ G.729
Packetization 20 ms

DTMF RFC 2833

FAX G.711 pass-through

Session Expires / Min-SE 1800/ 90

Register Refresh 900

NTP Server 1/ 2 62.38.83.25 / 62.38.83.26

MpakTikn onpeiwon — hostname vs IP

To en{onuo éyypago avagépel To CPE.ims.vodafone.gr wg proxy. Autd npolnodétel eEonAloud oL
Aettovpyel uéoa ato voice diktvo TnG Vodafone, énov to hostname emAleTaL ECWTEPLKA. Z€ BLOKTNTO IP-PBX,
xpnotuomnole(te mavta TNy IP Tov SBC (62.38.86.150) — ONMWC TEKUNPLWONKE ATO TNV avAALCN TTPAYHUATIKAG
k{vnong.

© Slave IT Solutions — Texvikd6¢ 06NydC eowWTEPIKAC Xpriong. Ol mapdueTpol IMS Baoilovtal oe avdAvon K{vnong oLYKEKPLUEVNG
YPaupAG Kot oto enlonuo €yypago pubuicewv Vodafone: evdéxetal va dlagopomotovvtat avd obvdeon. Ta <SIP PASSWORD>
Kat +30XXXXXXXXXX avtikabloTtavtal He Ta MPayHaTIKA oTtolyela TG KABE YPOUUAG.
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